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CONG AN TINH HUNG YEN Déc 1ap - Tw do - Hanh phc
$6:7939/BC-CAT-ANM Hung Yén, ngay 06 thang 10 nam 2026
BAO CAO

Tinh hinh an ninh mang thang 9 nam 2026

Thuc hién chirc ning, nhiém vu don vi chuyén trach vé an ninh mang,
Cong an tinh bao c4o két qua giam sat an ninh mang ddi véi cac hé théng thong tin
quan trong ding chung, hé théng mang nodi bé (LAN) va mang Truyén sé liéu
chuyén diing cap 11 cia tinh Hung Yén nhu sau:

I. TINH HINH
1. Tinh hinh lién quan hoat ddng tan cdng mang tai Viét Nam

- Tir ngay 16/8/2026 dén ngay 15/9/2026, NCA da phan tich, tong hop cac
su kién an ninh mang dang cha y tai Viét Nam, gdm: hoat dong tan cong mang
ctia nhém tin tic Mustang Panda; hoat dong tan cdng mang nhim vao doanh
nghiép trong nudc; hoat dong tin cong mang nham vao hé théng thong tin co
quan nha nudc va tac nhan de doa mai “Nie” sur dung tri tu¢ nhan tao (Al) thuc
hién cac chién dich xam nhap mang tai khu vuc chau A.

1.1. Hoat ddng tan cong mang ciaa nhom tin tic Mustang Panda

- Qua cdng tac phdi hop, ra soat ma doc voi cac don vi, NCA thu thap
duoc bién thé ma doc cta nhom tin tic Mustang Panda duoc st dung dé tan
cong vao hé théng thdng tin & Viét Nam. Bo mau tan cong gom 03 tép:
kmrefresh.exe (tép sach c6 chir ky s bi loi dung), coreglobconfig.dll (thu vién
doc hai dugc nap kém) va glob.dat (payload da bi mé hoa).

- Phuong thuc tan cdng: M4 doc sur dung ki thuat DLL sideloading, trong
do tép  kmrefresh.exe nap thu vién  coreglobconfig.dil;  ham
SyncLanguageDataToCloud() doc va giai ma payload tir tép glob.dat bang phép
XOR véi khoa 0x19. Shellcode sau khi giai ma tiép tuc giai nén (thuat toan
LZNT-1) va nap thu vién doc hai truc tiép trén bo nhé (ky thuat Reflective
DLL); cac API bi 1am rdi bang k¥ thuat Stack String nham né tranh phan mém
phong, chéng ma doc (AV, EDR).

- Bé duy tri hoat dong, ma doc sao chép cac tép vao thu muc “C:\Program
Files (x86)\Common Files\System\kme” va tao dich vu c6 tén “Kme Crash
Handler”; két ndi ¢én may chu diéu khién (C2) qua céc giao thuc HTTP, UDP,
TCP, ICMP dé nhan Iénh, cho phép d6i tuong liét ké, sao chép, doi tén, xda, di
chuyén tép tin, tat may va thyuc thi cac lénh khac trén may tinh nan nhan. May
cha diéu khién ghi nhan goém: www.aihkstore.com (cong 80, 443) va
sports.daliylog.shop (cong 110, 8080).

- Nhan dinh: Qua cdng tac ra soét cho thiy nhiéu don vi van con bi nhiém
dong ma doc caa nhom tin tic Mustang Panda, dan dén nguy co bi chiém quyén
diéu khién, 16, mat tai liéu, bi mat nha nuéc. Ha tang diéu khién cua ma doc
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trung khop véi ha tang cua nhoém da tan céng vao linh vuc 'Eéi chinh ngan hang
tai Viét Nam ta ndm 2024, cho thay nhom Mustang Panda van dang duy tri hoat
dong va cd thé da nam vung lau trong hé thong.

1.2. Hoat ddng tAn cong mang nham vao doanh nghiép, co quan, to
chirc trong nwéc

- Tiép tuc theo ddi dong md doc tinh vi dugc phét hién tir thang 7/2026
nham vao doanh nghiép Viét Nam, NCA phat hién bién thé méi cua dong ma
doc nay duoc tin tic st dung dé tin cong mang nhim vao co quan, té chuc &
Viét Nam.

- Mbi nhtr 12 tép shortcut gia mao tai liéu ¢d tén “Thuw moi_Trung tam Hgi
nghi Quoc té.pdf.Ink”. Khi ngudi ding mé tép, doan lénh da duoc 1am réi, ma
hoa base64 s& duoc giai ma va thuc thi; ma doc mo mot tép PDF dé danh lua
nguoi dung, dong thoi giai nén tép addfile.2fa thanh hai tép spools.exe (tép thuc
thi hop 18 ciia phan mém diéu khién tir xa TeamViewer bj lgi dung) va libgnutls-
30.dIl (thu vién doc hai).

- Sau khi lay nhiém, mi doc tao mutex gia mao san pham bao mat
(CheckPointSecurity); giai ma cau hinh bang thuat toan AES-CBC; tu sao chép
vao thu muc “%AppData%\system” va tu X0a tép tai thu muc ban dau; tao tac
vu dinh ky (Task Scheduler) tén “Security Update” gia mao Check Point
Software dé duy tri hoat dong; tai payload “imusama.png” tir may cha diéu
khién, giai ma shellcode va thyc thi tryc tiép trén bo nhé. Tén mién diéu khién
ghi nhan: webhook.hotcoffeegtax.com.

- Nhan dinh: Pay 1a ma doc duoc thiét ké kha tinh vi véi muc dich ning
cao hiéu qua phat tan va vuot qua su kiém tra cia phan mem diét virus; tén tép
tin dung dé phat tan cho thay nhiéu kha ning day 1a hoat dong tin céng mang
nham vao co quan, t6 chic, doanh nghiép ¢ Viét Nam.

1.3. Hoat ddng tan cong mang nham vao hé thong théng tin co quan
nha nwéc

- Qua cdng tac nam tinh hinh trén khdng gian mang, NCA thu thap duoc
mau ma doc co sir dung phan mém doc hai VShell. Pay 1a cong cu hau khai thac
Kiém cua hau tinh vi, dang duwgc cac nhdm APT nudc ngoai (nhu UNCS5174,
Earth Lamia) sir dung rong rai dé thay thé Cobalt Strike nham duy tri quyén truy
cap trai phép va thu thap dir liéu trén hé thong muc tiéu.

- Chudi lay nhidm gom 03 giai doan: (1) Tép Service.exe la trinh nap
(loader) viét biang Golang, kiém tra moi truong 40 hoa (tu thoat néu RAM duéi
2 GB hodc CPU duéi 2 nhan), giai ma payload va st dung ky thuat “nga” co
lam rdi (sleep obfuscation) dé né tranh co ché quét bo nhé cua EDR; (2) Thu
vién nap phan chiéu (Reflective Loader DLL) nap mé doc truc tiép tir RAM,
khong ghi tép xuéng 6 cung; (3) Ma doc VShell (tcp_windows_amd64.dll) c¢6
cau hinh ma hoa AES, két ndi dén may chu diéu khién 206.238.70.142:8088 dé
nhan Iénh tir ddi tuong.
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- Nhan dinh: C&c nhom tin tac, gian diép mang nudc ngoai thuong xuyén
thuc hién cac chién dich tan cdng mang nham vao hé thdng thdng tin cua céc bo,
ban, nganh; sau khi kiém soat duoc hé thdng, ching tiép tuc phat tan, ma rong
tan cong, kiém soat dién rong nham thu thap théng tin.

1.4. “Nie” — T4c nhan de dga méi sir dung Al thuc hi¢n céac chién dich
xam nhap mang tai khu vuc chau A

- Trong thang 7 va thang 8/2026, Hunt.io phét hién chién dich tan cong
mang tinh vi do d6i twong c6 biét danh “Nie” diéu hanh, st dung khung diéu
phdi Al mang tén SecFlow, tich hop cac md hinh ngdn ngit 16n (Claude, Qwen,
DeepSeek) dé tu dong hoéa quy trinh tir trinh sat dén khai thac 16 hong. Chién
dich nham vao 6 quéc gia chau A; tai Viét Nam, muc tiéu 1a linh vuc cong
nghiép, dich vu thuong mai, trong do tap trung vao cdc may cha cong nghiép tai
khu vuc Da Nang.

- BO ¢dng cu cua doi tuong gom: khung diéu phdi Al SecFlow; cang cu
GLUTTON tao webshell cho nhiéu nén tang (Java, .NET, Node.js), gidu dir liéu
trong tép anh PNG (steganography) va lam rbi ma ngudn dé vuot qua cac hé
théng an ninh; tich hop giao thic ngir canh md hinh (MCP) cho phép tac nhan
Al tryc tiép didu khién cong cu tin cong; ma doc diéu khién tir xa SecBox viét
bang ngbn ngit Go dé duy tri quyén kiém soat va mé rong xam nhap; ha tang hd
tro thudc ho tén mién *.niestools.com.

- P6i tuong khai thac cac 16 hong da biét gdm: CVE-2014-6271
(Shellshock), CVE-2020-1938 (Ghostcat), CVE-2022-22965 (Spring4Shell),
CVE-2016-4437 (Apache Shiro), CVE-2021-43798 (Grafana), CVE-2024-4956
(Nexus Repository), CVE-2021-29441 (Nacos), CVE-2021-44228 (Log4j); két
hop str dung thdng tin xac thuc bi ro ri.

- Nhan dinh: M@ hinh st dung tac nhan Al dé diéu phoi, tw dong hoa chudi
tan cong du kién s& tro thanh xu hudng, lam ting nhanh tdc do va quy mo tan
cong. Tuy nhién, chién dich van thanh cong chu yéu dya trén nhimg diém yéu
co ban nhu dich vu c6ng khai trén Internet, tng dung chua va 16i va thong tin
xé&c thuc bi danh cap, doi hoi cac co quan, té chuc phai ty dong hoa kha ning
phét hién, canh bao va va 15 hong.

2. Canh b&o 18 hong bao mat nghiém trong

- T ngay 16/8/2026 dén ngay 15/9/2026, NCA di phan tich, téng hop 10
16 hong bao mat nghiém trong, trong d6 ¢6 06 16 hong mite do rat nghiém trong,
04 156 hong murc do nghiém trong; 08 16 hong d3 c6 ma khai thac (PoC) cong
khai. Mot s6 15 hong da duoc khai thac trong cac cuoc tan cdng mang gan day

trén thé giéi va cd thé anh huong dén cac co quan, té chic ¢ Viét Nam. Cu thé
nhu sau:

2.1. CVE-2026-69836 — L& héng thwc thi ma tir xa trén Microsoft
Entra ID

- Biém CVSS 10/10, mirc do rat nghiém trong. L3 hong do 13i giai tuan tu
dir liéu khong dang tin cay (Deserialization of Untrusted Data), cho phép tin tac
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gui céc goi di ligu doc hai qua Internet dé thuc thi mé tir xa. L6 hong anh husng
den toan bo dich vu ddm may Microsoft Entra ID (tén goi cii la Azure Active
Directory).

- Khuyé"n nghi: Microsoft d~€1 va 16i tryc tiép trén ha tang dam may, ngudi
dung khong can cai dat ban va. Lo hong da c¢6 ma khai thac cong khai.

2.2. CVE-2026-68820 — L& hong leo thang dic quyén trong Windows
Ancillary Function Driver

- biém CVSS 7.0/10, mirc do nghiém trong. L& hong do 15i sir dung bo
nhg sau khi giai phong (use-after-free) trong trinh dieu khién AFD.sys, cho phép
tin tac gianh quyén SYSTEM. Lo hong anh huong dén tat ca cac may tram va
may chu Windows (Windows 10, Windows 11 va Windows Server).

- Khuyen nghi: Cai dat ban cap nhat bao mat méi nhat cia Microsoft va
bat budc khoi dong lai may dé ban va co hiéu luc hoan toan. Lo hong da c¢6 ma
khai thac cong khai.

~2.3. CVE-2026-64600 — L6 hong leo thang dic quyen cuc b trong hé
thong tép XFS cua Linux Kernel
- biém CVSS 7.8/10, muc do nghiém trong. L6 hong do 16i tranh chap
trong co che sao chép khi ghi (copy-on-write) doi voi cac tép dugc lién ket lai
(reflinked files), co thé dan dén leo thang dac quyen. Lo hong anh hudng den
cac phién ban Linux kernel ttr v4.11 dén trude khi ap dung ban va.
- Khuyén nghi: Cap nhat kernel tir nha cung cap va khai dong lai hé théng;

hién khdng c6 giai phap tam thoi bang ciu hinh dang tin cay. LS hong da c6 ma
khai thac cong khai.

2.4. CVE-2026-20079 — L& hong thuc thi ma tir xa trén Cisco Secure
Firewall Management Center (FMC)

- biem CVSS 10/10, mic d¢ rat nghiém trong. LS hong trong giao dign
web cho phép tin tac vuot qua xac thuc va thuc thi Iénh véi quyén root bang
cach gui cac yéu cau HTTP dugc tao san. Lo hong anh hudng den Cisco Secure
FMC cac phién ban 7.0.x (tat ca), 7.1.x (tat ca), 7.2.0 - 7.2.10.2, 7.3.0 - 7.3.1.2,
740-743,76.0-76.3,7.7.0-7.7.11.

- Khuyeén nghi: Nang cap Ién phién ban da duoc Cisco sira I5i cang som
cang tot; hién khong c6 giai phap tam thoi. Lo hong da c6 ma khai thac cong
khai.

2.5. CVE-2026-42533 — L& hong tran by dém Heap trong NGINX
Open Source va NGINX Plus

- biém CVSS 9.2/10, mitc d¢ rat nghiém trong. Tin tic gii cac yéu cau
HTTP dugc tao dac biét géx tran bo dém heap, cé thé thuc thi méa tuy y hoac gay
tur choi dich vy (DoS). L6 hong anh huong den NGINX Open Source va NGINX
Plus cac phién ban tir 0.9.6 dén 1.31.2.

- Khuyén nghi: Cap nhat lén NGINX 1.30.4, 1.31.3 hoac NGINX Plus
R37 P3 (hodc méi hon); truong hop chua thé cap nhat, sw dung cac nhdm regex
cé tén (named captures) dé€ giam thiéu. Lo hong da c6 ma khai thac cong khai.
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2.6. CVE-2026-65801 — L§ hong leo thang dic quyén trong Microsoft
Exchange Online
_- biém CVSS 10/10, mic d rat nghiém trong. Tin tic loi dung 15i kiem
tra dau vao cua Exchange Online d€ ép may chu gui cac I¢nh truy cap trai phep
téi cac dich vu noi bo cua Microsoft. Lo héng anh huong den tat ca cac phién
ban Exchange Online; khdng anh hudng dén Microsoft Exchange Server cai dat
trén ha tang riéng.
- Khuyén nghi: Microsoft da tw dong tricn khai ban va trén h¢ thong may
chu, nguoi dung khdng can cai dat. Lo hong chua ¢6 ma khai thac cong khai.
2.7. CVE-2026-14894 — L§ hong thuc thi ma tir xa trong plugin Super
Forms cia WordPress
- biém CVSS 9.8/10, muc do rat nghiém trong. L6 hong tai trinh xir Iy
AJAX super_submit_form khéng kiém tra phan ma rong, Io~ai tep khi tai lén,
cho phep tin tac tai 1en webshell PHP va thyc thi ma tr xa. Lo hong anh huong
deén plugin Super Forms - Drag & Drop Form Builder tir phién ban 6.3.313 tro
Xuong.
- Khuyén nghi: Nang cap plugin 1én phién ban 6.3.314 tro 18n. L6 hong da
c6 mé khai thac cong khai.
2.8. CVE-2026-85046 — L& héng Type Confusion trong cong cu
JavaScript va WebAssembly V8 ciia Google Chrome
- Biém CVSS 8.8/10, mirc do nghiém trong. Tin tic ¢6 the lira ngudi ding
truy cap trang HTML duogc c~hinvh stra dac biét de thuce thi ma doc ma khdng can
ngudi dung thao tac thém. Lo hong anh huong dén Google Chrome Desktop cac
phién ban trudc 152.0.7977.82.
- Khuyen nghi: Nang cap Chrome Ién phién ban an toan va khéi dong lai
trinh duyét dé ban va cé hiéu luc. Lo hong da c6 ma khai thac cong khai.
2.9. CVE-2026-47870 — L§ hong Directory Traversal trong VMware
Avi Load Balancer
- biém CVSS 8.8/10, mirc do nghiém trong. L6 hong do gisi han duong
dan khong ding cach, cho phép tin tac truy cap cac vi tri tuy y trén thict bi. Lo
hong anh huong dén VMware Avi Load Balancer 32.1.1; cac phién ban 31.1.1
dén 31.2.2; 30.1.1 dén 30.2.6; 22.1.1 dén 22.1.7.
- Khuyén nghi: Nang cp Ién phién ban 32.1.2, 31.2.2-2p3 hogc 30.2.7 tiy
theo nhanh dang trién khai. Lo hong chua c6 ma khai thac cong khai.
2.10. CVE-2026-65400 — L§ hong thuc thi ma tir xa trong tinh niing
Screen Sharing cia macOS

- Piém CVSS 9.8/10, muac do rat nghiém trong. Tin tac trong cing mang
c6 thé gui goi tin dugc chinh sira dic biét dé vuot qua xéac thuc, doc/ghi tép tly
y va thuc thi ma véi quyén root. L3 hong anh huéng dén macOS Tahoe trudc
phién ban 26.6.1, macOS Sequoia trudc phién ban 15.7.9, macOS Sonoma trudc
phién ban 14.8.9.
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- Khuyén nghi: Nang cap macOS Ién phién ban da duoc vé; tat Screen
Sharing neu khong can thiet, chan truy cép tr mang khong tin cay vao cong TCP
5900. Lo hong da c¢6 ma khai thac cong khai.

2.11. Khuyén nghi déi véi cac co quan, don vi

- Ra soat, xéc dinh cac hé thong, thiét bi, phan mém dang st dung c6 kha
nang bi anh hudng boi cac 16 hong néu trén; khan truong cap nhat ban va theo
huéng dan cua nha phéat hanh.

- Bao dam tat ca may tinh sir dung hé diéu hanh Windows, macOS, trinh
duyét Google Chrome dugc bat Ch}'rc nang cap nhat tu dong; khoi dong lai may
tinh, trinh duyét sau khi cap nhat dé ban va co hiéu luc.

- Déi vé6i cac may chu, thiét bi mang (Linux, NGINX, Cisco Secure FMC,
VMware Avi Load Balancer, website sir dung WordPress), giao can bo phu
trach cong nghé thdng tin chu dong kiém tra phién ban, cap nhat ban va va theo
ddi cac dau hiéu bat thuong.

- Kip thoi bao cao bo phén phu trach cdng nghé thong tin hoac Cong an
tinh khi phat hi¢n hé thong c6 dau hi¢u hoat dong bat thuong hoac nghi ngo bi
tan cong.

3. Tinh hinh lién quan viéc giam sat hé théng thong tin quan trong

Cong an tinh phdi hop Lién danh Trung tam Ung ciu khan cap khdng gian
mang Viét Nam va Cong ty Co phan Cong nghé An ninh mang Qudc gia Viét Nam
giam sat, dam bao an ninh mang déi véi cac hé thng, thiét bi phuc vu hé théng
thdng tin quan trong ding chung cua tinh. Bén nay, hé thong SOC da van hanh,
dang timg budc két ndi véi cac hé thong thong tin trén dia ban tinh, thuc hién chia
s¢ thong tin, dix liéu giam sat an ninh mang véi Trung tam An ninh mang qudc gia,
gop phan nang cao nang luc giam sét, phét hién sém va canh bao cac nguy co, su
cb an ninh mang; kip thoi hd tro xu 1y, ung ph6 véi cac cudc tan cong mang, bao
dam an toan, an ninh mang ddi vai cac hé thong thong tin trén dia ban tinh.

4. Tinh hinh 13y nhi&m ma déc tai cac co’ quan, don vi trén dia ban tinh

Trong thang 9/2026 phét hién 1.630 lugt két ndi tai may tinh caa can bo
cdng chtic trong cic co quan nha nudc tinh dén may chu chira ma doc, phat sinh
tai 28 co quan, don vi; mot s6 don vi ¢6 lugt két ndi 16n nhu S Y té (1.097 luot),
S¢ Vin hoa, Thé thao va Du lich (120 lwet), UBND xi Duc Hop (108 luot),
UBND xa Binh Nguyén (76 lurot). Phan tich thong tin IOC cho thay phan I6n cac
két ndi lién quan dén céac trang web c6 ndi dung doc hai (porn site) va cac may
chua khai théc tién 4o trai phép (Crypto Mining); ngoai ra con ghl nhan két ni lién
quan den cac dong ma doc Trojan, tupym, gamarue, mang may tinh ma (botnet)
va ha tang c6 dau hiéu lién quan dén nhém tan cdng cd cha dich (APT).

Pon vi Ket é‘(;’c‘ ma Danh sich IP nhidm Loai mi doc
SoY té 10.97 10.181.164.44 porn site
S Vanhoa, Thé| o |10.181.165.118, 10181165167, .~
thao va Du lich 10.181.165.20, 10.181.165.21, yp 9P
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10.181.165.22, 10.181.165.24,
10.181.165.25, 10.181.165.26,
10.181.165.34, 10.181.165.42,
10.181.165.44, 10.181.165.48

10.181.130.168, 10.181.130.22,

UBNE' ffﬁ Buc 1 108 | 10.181.130.47, 10.181.130.48, porn site
0P 10.181.130.65
UBND XaBinh | ¢ 10.181.108.11, 10.181.108.12, rvoto minin
Nguyén 10.181.108.15 P g
UBN&;‘?\N}M 23 10.181.148.51, 10.181.148.68 Trojan, porn site
UBND X& )
Quang Lich 18 10.181.103.48 porn site
UBNQ{J;? Van 17 10.181.115.12, 10.181.115.13 porn site
UBNI\[/)”?ﬁ Chi 16 10.181.139.29, 10.181.139.31 porn site
Thanh tra tinh 16 10'181'16166114821’ i261§%.166.149, botnet, porn site
UBND Xa Vi 5 10.181.110.215, 10.181.110.40, o site
Thu 10.181.110.45, 10.181.110.98 P
UBND_Xa Thai 13 10.181.62.10 porn site
Ninh
UBND Phuong | 45 10.181.145.34 porn site
M¥ Hao i
UBND XaHong| 4, 10.181.135.42 porn site
Quang
UBND X& —
Khoai Chau 10 10.181.136.22 crypto mining
UBN[%:;;‘ Tong| 49 10.181.126.45, 10.181.126.70 gamarue (malware)
So Cong I
Thuong 10 10.181.157.17 crypto mining
UBND Phusng | 10.181.117.104 porn site
Son Nam
UBND X& Bic
Tién Hun 8 10.181.85.10 apt
UBND Xa Nam
Tién Hung 7 10.181.91.32 tupym (malware)
UBND@? Hung| g 10.181.93.21, 10.181.93.28 porn site
UBNDH;<ia Tien 6 10.181.67.130 tupym (malware)
UBND Xa bong 6 10.181.84.42 porn site
Hung
UBN[; ?a Me 5 10.181.154.37, 10.181.154.51 | porn site, tupym (malware)
UBND Xa Van 2 10.181.153.26 porn site
Giang
UBND Xa bong 2 10.181.86.47 porn site

Tién Hung
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UBND~Xa~Pham 2 10.181.133.34 porn site
Ngii Lao
UBN[Sli((:a Phy 1 10.181.82.13 crypto mining
UBND Xa Tay :
Thuy Anh 1 10.181.66.37 porn site
Tong cong 1.630

II. NHAN XET

1. Trong thang 9/2026, tinh hinh an ninh mang tiép tuc dién bién phuc
tap. Cac nhom tin tac c6 chu dich (APT) nhu Mustang Panda va cic nhoém sur
dung mi doc VShell van duy tri hoat dong, nhidm vao hé théng thong tin cua co
quan nha nudc, doanh nghiép; st dung cac k¥ thuat loi dung phan mém hop
phap, tép tin gid mao thu moi, tai li¢u, thuc thi ma doc truc tiép trén bo nhg dé
né tranh phat hién, dong thoi xuat hién xu huéng sir dung tri tué nhan tao dé ty
dong hoa chudi tn cong mang.

2. Trong ky, 10 15 hong bao mat nghiém trong duoc cong bd (06 15 hong
mtrc d6 rat nghiém trong, 08 16 hong di c6 ma khai thac cong khai), anh hudng
dén nhiéu san phém phé bién dang dugc st dung tai cac co quan, don vi nhu h¢
diéu hanh Windows, Linux, macOS, trinh duyét Google Chrome, may chu web
NGINX, WordPress va thiét bi tuong lira. Nguy co bi khai thac 1a rat cao néu
cac co quan, don vi khong kip thoi cip nhat ban va.

3. Két qua giam sat cho thay trong thang 9/2026 c6 1.630 luot két ndi tir
may tinh tai 28 co quan, don vi dén may chii chira ma doc, trong do6 riéng S Y
té chiém 1.097 luot (khoang 67,3% tong sb luot két ndi). Cac két ndi chu yéu
lién quan dén trang web c6 noi dung dgc hai va khai thac tién 4o trai pheép, phan
anh viéc quan ly, str dung thiét bi dau cudi va truy cap Internet tai mot sé6 don vi
chua chat ché, can tlep tuc dugc tang cuong.

4. Vi xu hudng cac chién dich tan cong mang ngay cang tinh vi, c¢6 su hd
trg cua tri tu¢ nhan tao, nguy co bi khai thac 16 héng, lay nhiém ma doc, danh
cip dir liéu hodc chiém quyén tai khoan ddi véi cac co quan nha nuédc van &
murc cao néu khong trién khai dong bo céc bién phap bao dam an ninh mang.

I11. KIEN NGHI, PE XUAT

Nham chii dong phong ngtra, phat hién va xur ly kip thoi cac nguy co gay
mat an ninh mang, Cong an tinh dé nghi cac sd, ban, nganh, don vi, dia phuong
thuc hién tot mot s6 noi dung sau:

1. bé nghi cac s, ban, nganh; UBND cac xa, phuong tiép tuc quan triét
va thyc hién nghiém cac quy dinh vé bao dam an ninh mang; ting cudng tuyén
truyén phd bién cho can b, cong chirc, vién chitc vé cac phuong thire, thit doan
tan cong mang mai, dic biét 1a thu doan phat tan ma doc qua t&p tin gia mao thu
moi, tai liéu (t€p shortcut .Ink, t€p nén), loi dung phan mém hop phap va céc
website khong 1d ngudn géc.
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2. Chi dao bd phén phu trach cong ngh¢ thong tin thuong xuyén kiém tra,
cap nhat hé diéu hanh, trinh duyét va cac phan mém, thiét bi dang sir dung 1én
phién ban méi nhat, dic biét d6i véi cac 16 hong da néu tai Muc 1.2 cua bao cao;
bao dam tit ca may tinh dugc cai dit phan mém phong, chdng ma doc va cap
nhat dﬁy du cac ban va bao mat.

3. Tang cudng kiém tra, gidm sat cac may chu, may tram; chu dong ra
soat theo cac dau hiéu nhan biét (I0C) cua ma doc Mustang Panda, VShell va
cac chién dich tan cong néu trén; td chire xir 1y trigt dé cac thiét bi c6 du hiéu
lay nhiém ma ddc, dong thoi thuc hién d6i mat khau ddi véi cac tai khoan c6
nguy co bi 10 lot thong tin xac thyec.

4. Bé nghi cac don vi c6 may tinh phat sinh két ndi dén may chi chira ma
doc khan truong kiém tra, x4c minh nguyén nhan, thuc hién quét ma doc trén
toan bd mdy tinh thudc pham vi quan 1y; bao cdo két qua xir Iy vé Cong an tinh
dé theo dbi, tong hop.

5. Bé nghi cac thanh vién Doi ing ciru su ¢6 an ninh mang tinh tai céc so,
ban, nganh, UBND cac x&, phuong chu dong phéi hop v6i Cong an tinh trong
cong tac ra soat, xtr Iy ma ddc, tng ctru su cd; kip thoi tiép nhan va trién khai cac
canh bao an ninh mang dén can bo, cong churc, vién chirc thudc don vi minh.

6. Tiép tuc duy tri co ché phdi hop giita Cong an tinh, don vi van hanh
Trung tdm giam sat an ninh mang tinh va cac co quan, don vi trong viéc chia sé
thong tin, giam sat, canh bao sém va xir 1y cac nguy co, su cd; kip thoi bao céo
Cong an tinh khi phat hién dau hiéu tin cong mang hodc mat an ninh mang dé
phéi hop xtr 1y.

7. Bé nghi UBND tinh tiép tuc quan tdm bd tri ngudn luc phuc vu cong
tac bao dam an ninh mang; chi dao cic co quan, don vi trién khai ddng bd cac
giai phap ky thuat, nang cao nang luc giam sat, phat hién, canh bao som va tng
ctru sy cd an ninh mang, gop phan bao dam hoat dong 6 6n dinh, an toan cla cac
hé thong thong tin phuc vu chuyén doi s6 trén dia ban tinh.

Trén day la bao cao vé tinh hinh An ninh mang trong cac co quan nha nudc
tinh Hung Yén thang 9/2026. Cong an tinh bao cao UBND tinh, gui cac S¢, Ban,
Nganh, UBND xa, phuong biét, cha dong khac phuc va phoi hop xt wu{

Noi nhan: ’

- UBND tinh (Z¢ b&o céo);

- B/c Giam dbc Cong an tinh (@é béo co);
- UBND cé4c x4, phuong (dé phol hop);

- Cac So, ban, nganh t1nh£de phoi hop);

- Luu: VT, ANM(Dz)/

Pai ta Nguyén Truong Lam
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